Lol & idill sl I8

mmml Higher Colleges of Technology

Open Data Policy

Document Number HCT-POL-EDT-041 Issue Number: 1.0

Policy Owner Vice President - Issue Date: 24/4/2025
Education Technologies

Policy Category Education Technologies Next Revision Date: 23/4/2030

1. Purpose

The Open Data Policy has been developed to enable HCT to publish and manage open Data which is fit for public
consumption, accelerating innovation, transparency, and accountability across the UAE.

This Policy applies to all HCT’s Data and information required to be disclosed to the public on the Open Data
Portal.

3. Definitions

3.1 Data: A structured or unstructured set of datum, facts, concepts, instructions, information, observations, or measurements
that shall be in the form of numbers, letters, symbols, images, maps or any other form, in a manner that allows
interpretation, exchange or manipulation by individuals or computers.

3.2 Data Classification: The activity by which datasets and unstructured Data can be classified into Open, Confidential,
Sensitive, and Secret Data which then impacts whether the Data can be published as Open Data, exchanged between
Entities as Shared Data or should be fully Confidential as Closed Data, as per the Telecommunications and Digital
Government Regulatory Authority (TDRA).

3.3 Data Owner: is responsible for enforcing the Open Data policy and process within their departments. They capture,
validate and approve the request for Open Data, assigning the request to the relevant Data steward when approved.

3.4 Data Steward: is responsible for verifying the classification label of the Data requested to be published and decide
whether a derivative or public record of Data classified as non-open can be published instead of the actual Data,
providing reasons for exceptions when applicable.

3.5 Data Custodian: is the assigned technical person that supports in technical matters including creating users, granting
access to the data, and ensuring optimized operation of the applicable databases. The Data Custodian also applies their
system knowledge and technical skills to support the design of the technical infrastructure to meet Data requirements.

3.6 Geospatial Data: Geospatial data relates to information about how you would draw things on a map. This type of data
typically includes coordinates, such as latitude and longitude, to pinpoint specific locations, as well as shapes that are
drawn on a map to delineate particular area, such as catchment areas, electoral boundaries, administrative regions, and
zoning areas for urban planning.

3.7 Machine-Readable: A format which can be read and correctly understood by machines. This means that it uses the
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symbols, rules, or conventions correctly and unambiguously and conforms to an existing standard.

3.8 Metadata: Structured information that describes, explains, locates, or otherwise makes it easier to retrieve, use, or

manage a Data resource.

3.9 Open Data: Data published by Entities to be shared with the public freely or with minimal restrictions in order to

maximize public participation and stimulate creativity, innovation, and economic growth.

3.10 Open Format: Data that is in Open Format includes tabular Data published as CSV, Geospatial Data as GeoJSON or
KML, structured non-tabular Data where available (i.e., JSON, XML, RDF, GTFS), and real-time Data made available
via a well-documented API.

3.11 Structured Data: refers to Data that is organized and constrained by a pre-defined model describing it. Structured Data is
often machine encoded but can equally be human readable. The structured nature of the Data enables the Data to be
indexed and searched, and makes it more widely available, greatly increasing its potential value.

3.12 Temporal Data: Temporal Data encompasses information linked to specific time points or intervals, capturing changes
over time, and facilitating the analysis of trends, patterns, and variations within defined timeframes.

3.13 Unique Identifier: With reference to a given (possibly implicit) set of objects, a unique identifier (Ul) is any identifier
which is guaranteed to be unique among all identifiers used for those objects and for a specific purpose. For example:
serial numbers, URLs (domain addresses), codes from a registry.

3.14 Unstructured Data: refers to Data that is not organized or constrained by a pre-defined model describing it. Unstructured

Data is often free text in documents, graphs and tables in spreadsheets, or video and audio files.

4. Roles and Responsibilities

The following stakeholders are responsible for the implementation of the policy, as per their associated responsibilities
outlined in the related policies and procedures:
4.1 Data and Al Governance Committee
4.2 Knowledge Management Department
4.2.1 Director — Knowledge Management
4.2.2 Data Management Unit
4.3 Communications Department
4.4 Data Owner
4.5 Data Steward

5. Policy Statements

5.1 Exchange of Data with external entities shall be enabled based on Data requests submitted on the Open Data portal and
routed to the Communications Department, in alignment with the Open Data Procedure.
5.1.1 Open data requests shall be processed to identify and publish datasets classified as “Open” on the Open Data
portal, and each function shall ensure that Data for publishing adheres to the Data Classification Policy, Open
Data Guidelines, and relevant UAE laws surrounding Data Management practices.
5.2 Closed datasets, classified as “Confidential”, “Sensitive” and “Secret”, shall be considered for Open Data publication as
follows:
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5.2.1 A summary, extract, or other derivative of “Confidential” or “Sensitive” Data which are of value to be published
as open data shall be created. The new summarized Data set shall be classified as “Public” Data and is not subject
to any negative repercussions for being publicly available.

5.2.2 If confidential or sensitive information can be identified by linking to other published data and if the linking
enables the calculation of private information, then the Data set shall be anonymized.

5.2.3 Data classified as “Secret” shall not be published, which may have significant negative consequences on HCT’s
stakeholders.

5.3 Security, privacy, and quality concerns for HCT’s identified or published open datasets shall be considered, evaluated,
and addressed. All datasets collected or created with valid restrictions shall be reviewed to determine whether they can be
made publicly available.

5.4 Publishing aggregated data shall be avoided, with preference given to raw data; however for Datasets which have privacy
and security concerns, the data shall be aggregated.

5.5 Metadata shall be kept up to date along with the Data associated with the Open dataset. Metadata includes the title,
description, subject, format, size, publisher, custodian, classification, access permissions, license, coverage (temporal and
geospatial) as well as the Data files and last updated timestamp.

5.6 The use of non-proprietary and public unique identifiers shall be ensured for open datasets to be identified efficiently.

5.7 Datasets that are deemed “Open” shall be in human-readable form where applicable, and in structured, machine-readable,
open formats. In cases where a dataset is most effectively distributed via a PDF format but contains Data elements that
would be most digestible via a structured format, both the report and accompanying structured dataset shall be released
with relative referential metadata.

5.8 Open datasets shall be reviewed regularly. During the review of published open datasets, if Open Data fails to meet its
quality level, security/privacy concerns arise, or legal and contractual obligations change, the dataset shall be suspended
from publication until issues with the dataset are resolved.

5.9 UAE Federal open Data license or a UAE issued license which conforms to the requirements in UAE’s Smart Data
Standards shall be used for publishing Open data.

5.10 Public data which HCT regularly collects and manages throughout its normal duties shall not be subject to any access

fees when published as Open Data.

6. Related Documents

6.1 TDRA Smart Data Framework Federal Regulation

6.2 DAMA - DMBOK

6.3 Regulation of Information Security at the Federal Entities of UAE Cabinet Resolution No. (21), 2013
6.4 Open Data Procedure

6.5 Data Classification Policy and Procedure

6.6 Data Quality Policy and Procedure

6.7 Data Privacy Policy

6.8 Open Data Guidelines

7. Version Control and Change History
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